553 %5 8 1) W2 L A5 e A2 Vol3 No.8
2017 “E 8 H Chinese Journal of Network and Information Security August 2017

Mirai EFP MK E=TE

%

1 E. ARk, WEEWEMINGE, LMES
Fag, Stof S5 e iy R iy 55 22 A LA 09 TR BT R
o, et Eemt b, X Mirai 18 7 P 4% %
KR B MWY; BRFET; Mirais
RESES: TP309.5

XERFRIRES: A

doi: 10.11959/j.issn.2096-109x.2017.00181

> ﬁk/'ufz, Z 5 #
(1. BWASH R A A5 B e 4 TR B,
2. EFEIEHUR LN S AR P 0 B s,

J7 2 g AR I T
I FH A0k WA e 55 ) 22 A5 P AT A AR O T R S AR A i 55 B R A . E e
AT TS R0 a8 32 3l AT 20 7 2RI o £ e
ORI IR 00 2 AN R AT T e

Shodan; TR-064

Fr 5 130 2 M R A 5

2 —gfé/fi 2
i 2002405
i 201315)

R IEAE BT I A E, O
MR T Mirai {8 ) 45 1 2R AR 40

Research on the reverse analyses and monitoring
data of Mirai malware botnet

. 1.2 . 2 . 2 2
CHEN Ya-liang **, DAI Qin-yun", WU Hai-yan~, WEI Zheng
(1. School of Information Security Engineering, Shanghai Jiaotong University, Shanghai 200240, China;

2. Shanghai Branch, Coordination Center of China, National Computer Network Emergency Response Technical Team, Shanghai 201315, China)

Abstract: In recent years, with the rapid development of Internet of things(IoT), malwares have come into Internet

of things, and botnet is the typical one. Malwares spreading through IoT vulnerable devices have emerged. The

overall structure of Mirai botnet and the function of its components were introduced, such as bots and C&C server.

The monitoring data obtained through active and passive way were analyzed. Based on that, the discovery methods

and response modes on such kind of botnet malwares were discussed.
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